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Project Eight

Title: “Project Eight: Configuring Folder Permissions And
Account Auditing”

Points: 30 points
Due Date: April 25™ by 11:55 pm WebCourses time.

Objectives:  This project focuses on configuring folder
permissions on the savn.local file server Server02 (this
might be Server01 depending on what you did for Project Seven).
You will create a folder and assign users various permissions to files
In the folder and then audit the user’s interactions with the folder.

Deliverables: Screen shots as shown on pages 14, 21, 30, and
37.
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Project Eight — Background

In Project Seven you created a couple of files and compressed
and encrypted them.

Start your file server running (again, mine will be on
Server02).

Now create a folder and move copies of these files into the
folder. 1 named my folder Group 1.

The next step Is to configure the permissions that various user’s
of the folder will have to the folder’s contents.

Follow the steps on the following pages to configure the
permissions for the new folder.
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Project Eight — Configuring Folder Permissions

« Right click on the folder Group 1, then click Properties, and

then click the Security tab and you should see the screen as
: x
shown below: ™ =

General I Sharing Securty I Previous Versions I Customize I
Object name: CAlUsersdAdministratorDocuments™Group 1

Group or user Nnames:
H2 SYSTEM
3«, Administrator (SERVERIZMAdministrator)
%?Jﬁ.dministmtnrs (SERVERIZ*Administrators)

Ta change pemissions, click Edit.

Pemissions for SYSTEM

Full contral

Modify

Read & execute
Ligt folder contents
Read

Wiite

For special pemissions or advanced settings, ehm e
click Advanced. —

Leam about access control and pemissions

oK | Cancel |
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Project Eight — Configuring Folder Permissions

Click the Edit button and look at the permissions that are
currently assigned to the various users (there may only be two

or three user groups at this point).
x
Secuﬁtyl

Object name:  CAUsershAdministrator.DocumentsGroup 1

Group or USer Names: The SyStem haS a”

2. Admiristrator (SERVER02\Administrator) permissions at this point.
‘:iiﬁ-dministlatnrs [SERVEROIZ"Administrators)

Pemissions for SYSTEM

Full contral

Modify

Read & exacute
Ligt folder contents
Read

BEOEEAE

Leam about access control and permissions

ok | cancel |
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Project Eight — Configuring Folder Permissions

« Click the Add button and then click the Advanced button in the
Select Users, Computers or Groups dialog box that appears.

x4
Security |

Object name:  CAUsershAdministrator.DocumentsGroup 1

Group or USer Names: The SyStem haS a”

2. Admiristrator (SERVER02\Administrator) permissions at this point.
‘i?_,}'-a:lministlatnrs (SERVERNZ Admiristrators)

Pemissions for SYSTEM

Full contral

Modify

Read & exacute
Ligt folder contents
Read

BEOEEAE

Leam about access control and permissions

ok | cancel |
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Project Eight — Configuring Folder Permissions

Select Users, Computers, or Groups ﬂﬂ

Sielect this object type:

lUsers, Groups, or Buitdn secunty prncipals Obiect Types...

Click Advanced, and the
From this location: Select Users, Computers,
Py or Groups dialog box will
appear.

lsavn.lncal

Erterthe object names to select (pxamples):

[hesh Names

Advanced..
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Project Eight — Configuring Folder Permissions

« When you click the Advanced button, since we are in a network
controlled by a domain controller, you will need to enter the
administrator’s information for the domain controller server in
the dialog box that appears.

k

Enter Network Password Enter the savn.local
Enter the name and password of an account with permissions for savn.local, administrator credentials
For example user, user@example microsoft.com, or domainuser name and click OK

fi | ‘ administrator
‘ | lllllllll|
|

Domain: SAVN
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Project Eight — Configuring Folder Permissions

| Izers, Groups, or Buitt-n security principals Object Types... In the Se|eCt USGFS,
From this locaion Computers, or Groups
local ions... . c c
m - dialog box, click Find Now

Common Queries |
Name: IStarts with = | I Colpfhs...

Find Mow

[ escription: IStarts w'rthj I

Shop

™ Disabled acoounts

I Hon expiing pazswond

o

[ayz sinze [ast logom: I TI ;.‘F'-).»

Search results:
Name (ROM) | E-Mail Address | Description | In Folder
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Project Eight — Configuring Folder Permissions

In the search results window of the Select Users, Computers, or
Groups dialog box scroll down until you find the
savn.local user that you created in Project Six.

I’ve created a few other users for demonstration purposes here,
you might want to do the same in order to gain some practice in
this area of system administration.

In this example, I’'m using the user named Candice. Find the
user in the search result window and double click on the listing.

This will reset the dialog box so that it appears as on the next
page.

’
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Project Eight — Configuring Folder Permissions

« When the user’s name is in the reset dialog box, click OK.

Select Users, Computers, or Groups ﬂﬂ

Sielect this object type:

\Users, Groups, or Buitdn securty principals Obiect Types...

From tis location: Candice is now in the
a3y local Localons - object name list, so
| — click OK

Erterthe object names to select (pxamples):

Candice Swanepoe! (Candice @savn local) Check Names

Advanced.. |
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Project Eight — Configuring Folder Permissions

« When you click OK in the previous dialog box you are returned
to the Permissions for Group 1 dialog box and now Candice

appears in the listing.
x|

Security I

Highlight the entry for
Candice and see the

Object name:  CAlUsers’Administrator.Documents™Group 1

@Eroup or USer Names:

52, SYSTEM - permissions that she
;'; Administrator (SERVER 2 Administrator)

%?,ﬁ.dministmturs (SERVEROIZ"Administrators) now has on the

l, Candice Swanepoel (Candice@savn local) folder Group 1 :

Pemissions for Candice
Swanepoel

Full cortrol

Modify

Fead & execute
List folder contents
Read

Leam about access control and pemissions

Ok I Cancel
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Project Eight — Configuring Folder Permissions

Notice that the default permissions to the Group 1 folder that
are assigned to Candice involve only reading the folder and
executing applications within it. No write/modification or full
control permissions are set.

Check the box to allow Candice the ability to modify the folder
Group 1.

Then click Apply.
Then click OK.

#
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Project Eight — Configuring Folder Permissions

B Permissions for Group 1 x|

Securty |

Object name:  C:M\Users"AdministratorDocumentsGroup 1 Give Candice mOdIfy
e permission on the

B2, SYSTEM Group 1 folder then
3 F-.-:Im?n?stmtn:ur [S_EH‘-.-"EHDE'-._..’-‘-.dmiﬁis:tmtnr} click Apply.

5%, Administrators (SERVEROZ2"Administrators)
i Candice Swanepoel (Candice@savn local)

Do a screen Capture

of this dialog box.
This is deliverable #1

Pemissions for Candice . .

Swanepoel for this prOJeCt.

Full cortral

Modify Then click OK.
Fead & execute
List folder contents

Read

Leam about access control and pemissions

ok | Ccancel
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Project Eight — Dealing With Inherited Permissions

If you examine the permissions box for Administrators more
closely in the previous slide you’ll notice that some of the allow
boxes for permissions are checked and deactivated. These are
Inherited permissions.

An inherited permission means that the same permission on a
parent object, such as the root folder in this case, apply to the
child objects such as files and folders within the parent folder.

If you want to change inherited permissions that cause Allow or
Deny boxed to be deactivated (and checked), you can do so by
removing the inherited permissions.

We’ll practice this next.
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Project Eight — Dealing With Inherited Permissions

Once again start Server02 running, if it isn’t already, and go to
the Group 1 folder.

Right click the folder and click Properties.
Select the Security tab.
Click the Advanced button.

You’ll see the screen as shown on the next page when you’ve
done all this.

#
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Project Eight — Dealing With Inherited Permissions
x|

Permissions I.Pu_ld'rting | Cwner | Effective Permissions |

To wiew or edit details for a pemission entry, select the entry and then click Edit.

Object name: C: M JUsers\ Administrator.Documents™Group 1

Pemission entries:

Pemission Inherted From
Allow Candice (SAVMN\Candice) Maodify <naot inherted> This folder, subfolders and...
Administrator (SERVERDZ... Full contral CalUsers "Administr...  This folder, subfolders and. ..
SYSTEM Full cortrol CAllzsers " Administr...  This folder, subfolders and. ..
Administrators (SERVERD...  Full control ClUsers " Administr...  This folder, subfolders and. ..

Click Edit
Edit... /

I¥ | [nclude inkertable permissions fram iz object's parent

Managing pemission entries
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Project Eight — Dealing With Inherited Permissions

. Advanced Security Settings for Group 1

Permissions I

To view or edit details for a permission entry, select the entry and then didk Edit.

Cbject name: C:\Users\Administrator\Documents\Group 1

Permission enfries:

Permission Inherited From

Candice (SAVMYCandice) Modify <not inherited = This folder, subfolders a...
Allow Administrator (SERVERD...  Full control C:\sers\administr...  This folder, subfolders a...
Al SYSTEM Full contraol C:iu
Allowe Administrators (SERVER...  Full control iz

Remove the check from
the Include inheritable
permissions from this

object’s parent

Add. .. Eemove

v 4ndude inheritable permissions from this object's parent

[T Replace all existing inheritable permissions on all descendants with inheritable permissions from this object

Managing permission entries

x|

Ik Cancel et )b
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Project Eight — Dealing With Inherited Permissions

i

Selecting this option meang that the parent pemission ertries that apply to
child objects wil no longer be applied to this object.

v
-To copy the pemission entriss that were previously applied from the
narent to this object, cick Copy.
-To remove the pemission enfries that were previously applied from the
narent and keep oy those pemissions explictly defined here, cick
Remave.

-To cancel this action, click Cancel

When you remove the check in
the previous dialog box, the
Windows Security dialog box
will appear. Notice that there
are three options from which to
choose. One is to copy back
the inherited permission (if you
have removed them already),
one is to removed the inherited

Remoye Cancel permissions, and one is to
cancel the operation. Click
Remove.
CNT 4603: Project Eight Page 19
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PrOJect Elght — Dealing With Inherited Permissions
x|

Permissions |

To view or edit details for a permission entry, select the entry and then dick Edit,

Object name: C:Users\Administrator\Documents\Group 1

Permission eniries:

Type | tame | Permisson |mheritdfron [ opyTe | You'l| be returned to the

Allow Candice (SAVN\Candice) Modify <not inherited = This folder, sub A dvance d Securi ty Se t tings
from Group 1 dialog box when
you select Remove in the
previous dialog. Click OK,
then click OK again.

Add... Edit... Eemoye

|_ Replace all existing inheritable permissions on all descendants with inheritable permisgfons from this object

Managing permission entries
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Project Eight — Dealing With Inherited Permissions

General I Sharng Security I Previous Versions I Customize I

Object name:  C:AlUsersh AdministratorDocuments™Group 1

Group or User names:

Candice (SAVM\Candice)

To change permissions, click Edit.

Permizsions for Candice

Allow

Full control

Modify

Fead & execute
List folder contents
Fead

Virite

SASNAN

For special pemissions or advanced settings,

click Advanced.

Leam about access control and pemissions

X

oK

Cancel

Apply

When you finally return to the
Group 1 Properties dialog box,
notice that Candice is now the
only user who has any
permissions on the folder.
Specifically, those with
inherited permissions have
disappeared, since you've now
removed them from the list.

Take a screen shot of this
dialog box. This is deliverable
#2 for this project.
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Project Eight — Dealing With Special Permissions

« |If you have the need to customize permissions, you have the
option to set up special permissions for a particular group or

usSer.

» The screen shot on the next page illustrates some of the special
permissions that you can set up.

» The meanings of these special permissions are explained in the
table on the next page.

#
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Project Eight — Dealing With Special Permissions

Permission

Description

Applies to

Full contral
Traverse folderfexecute file
List folder f read data

Read attributes
Read extended attributes

Create files / write data
Create folders / append data

Write attributes
Write extended attributes
Delete subfolders and files

Delete
Read permissions

Change permissions
Take ownership

Can read, add, delete, execute, and modify files, plus change permissions and

attributes, and take ownership
Can list the contents of a folder and run program files in that folder; keep in

mind that all users are automatically granted this permission via the Everyone

and Users groups, unless it is removed or denied by you
Can list the contents of folders and subfolders and read the contents of files
Can view folder and file attributes (read-only and hidden)

Enables the viewing of extended attributes (archive, index, compress, and

encrypt)

Can add new files to a folder and modify, append to, or write over file
contents

Can add new folders and add new data at the end of files, but otherwise
cannot delete, write over, or modify data

Can add or remove the read-only and hidden attributes
Can add or remove the archive, index, compress, and encrypt attributes

Can delete subfolders and files (the following Delete permission is not
required)

Can delete the specific subfolder or file to which this permission is attached

Can view the permissions (ACL information) associated with a folder or file
{but does not imply you can change them)

Can change the permissions associated with a folder or file

Can take ownership of the folder or file (read permissions and change
permissions automatically accompany this permission)

Folders and files

Folders and files

Folders and files

Folders and files
Folders and files

Folders and files

Folders and files

Folders and files
Folders and files
Folders and files

Folders and files
Folders and files

Folders and files
Folders and files

CNT 4603: Project Eight

Dr. Mark Llewellyn ©




Project Eight — Dealing With Special Permissions

« When the regular NTFS permissions do not enable you to create
exactly the type of access you want to allow on a folder, you
will use the special permissions to configure the access
permissions.

« To start this part of the project. Create a new folder, I named

mine Reports, and copy the files you created earlier into this
new folder.

» Follow the steps on the next couple of pages to configure the
special permissions on the Reports folder.

7
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Project Eight — Dealing With Special Permissions
Right click the Reports folder, then click Properties.

Click the Security tab.
Click Edit.
Click Add.

Click Advanced in the Select Users, Computer, or Groups
dialog box.

Click Find Now.

Enter the administrator credentials for the domain controller in
the Windows Security dialog box.

Click Find Now.

#
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Project Eight — Dealing With Special Permissions

Select this ohject type:

ILlsers. (Groups, or Buit-in security principals

From this location:

Ohject Types ...

2 x|

Isam.lucal

Common Queries |

Locations...

In the search
results window,

Mame:

IStarts with j I

Dezcription; IStarts -.-.-'rthj I

™| Dizabled accaunts
™| Hion egpiting password

Diays zince |ast [ogam; I vI

Columns. .

find the Domain
Users name and

Find Mow

double click it.

Stap

Search results:

Name (RDM) | E-Mail Address | Description

EE, DrsUpdatePr...
EE, Domain Admins
EE, Domain Comp...
EE, Domain Contr...
EE, Domain Guests
Domain Users

EE,Errterprise Ad.

':’ FrRITEARSS

Al domain gue
All domain users

DMS clients who...
Designated admi....
All workstations ...
Al domain contr..

Designated admi...

savpllocal/Users

v local/Users
savn local/Users
savn local/Users
savn local/Users

savn local/Users
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Project Eight — Dealing With Special Permissions
Click OK in the Select Users, Computer, or Groups dialog box.

Click Apply in the Permissions for Reports dialog box.
Click OK in the Permissions for Reports dialog box.

Click Domain Users under Group or user names in the
Properties dialog box.

Click Advanced.

Ensure that Domain Users is selected under Permission entries
and click Edit.

Again make sure that the Domain Users group Is still selected
and click the Edit button in the Advanced Security Settings for

Reports dialog box. You’ll see the dialog box on the next page-
#
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PrOJect Eight — Dealing With Special Permissions
|

Note the

Apply to: IThis folder, subfolders and files permiSSiOnS that
are set by
default for the

Domain Users
group.

Permissions: Allow Dieny

k

Full contral

Traverse folder [ execute file
List folder j read data

Read attributes

Read extended atiributes
Create files [ write data
Create folders [ append data
Write atiributes

Write extended attributes
Delete subfolders and files
Delete

:

iOO00o000o0ooomon

IO00000REEEO

r Apply these permissions to objects and/or Clear Al |

containers within this container only

Managing permissions
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Project Eight — Dealing With Special Permissions

Object |

Mame: I Domain Users {savn\Domain Users) Cl C“Ck the a"OW bOX for
Apply to: IThis folder, subfolders and files each of the fO”OWing
. permissions entries:
Create files/write data,
Create folders/append
data, Delete
subfolders and files,
and Delete.

Permissions:

Full control

Traverse folder [ execute file
List folder fread data

Read attributes

Read extended atiributes
Create files [ write data
Create folders f append data
Write attributes

Write extended attributes
Delete subfolders and files

I HEO00EEEEEDO
D |\

;ooooad

Also check the box for
¥ these permlsmnns to objects and,."ﬂr I
this container only apply these
permissions...

Managing permissions

Then click OK.

2
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Project Eight — Dealing With Special Permissions

I Advanced Security Settings for Reports

Permissions |

To view or edit details for a permission entry, select the entry and then dick Edit,

Object name: C:Users\Administrator\Documents\Reparts

Permission eniries:

Permizsion Inherited From
Domain Users (SAVNDo...  Spedal <not inherited = This folder, subfolders a...
Allow Administrator (SERVERD...  Full contral C:\Users\Administr...  This folder, subfolders a...
Allaw SYSTEM Full control C:\Users\Administr..,  This folder, subfolders a...
Allaw Administrators (SERVER...  Ful control C:\Users\Administr...  This folder, subfolders a...
Add... Edit... Remove

[ Indude inheritable permissions from this object's parent

[~ Replace all existing inheritable permissions on all descendants with inheritable permissions from this object

Managing permission entries

x|

0K Cancel Apply

Take a screen shot of
this dialog box. This is
deliverable #3 for this
project.

Then click Apply. Then
back out of everything
by repeatedly clicking
OK.

#
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Project Eight — Auditing A Folder

Accessing folders and files can be tracked by setting up
auditing, which in Windows Server 2008 enables you to track
activity on a folder or a file, such as read and/or write activity.

Windows Server 2008 NTFS folders and files enable you to
audit a combination of any or all of the activities listed as
special permissions in the table on page 23.

When you set up auditing, the options for each type of access
are to track successful and unsuccessful attempts.

You’ll practice setting up an audit on a folder in the next section
of this project.

Follow the steps on the next page to get started.

’
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Project Eight — Auditing A Folder

We’ll set up audit properties on the newly created Reports
folder. So, as before, go to the folder, right click it, then select
Properties.

Click the Security tab.
Click the Advanced button.
Click the Auditing button.
Click the Edit buttons.
Click Add.

Click the Advanced button in the Select Users, Computer, or
Groups dialog box.

#
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Project Eight — Auditing A Folder

« Enter the administrator credentials for the savn.local
domain controller administrator in the Windows Security dialog
box.

 Then click the Find Now button.

 Search down the list in the search results window until you find
the listing for Everyone and double click this entry.

#
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Project Eight — Auditing A Folder
20|

Select this object type:
IUEEH’. Group, or Built-in securty principal Ohject Types...

Erom this location:

Isa‘m.lncal Locations...

Common Queries I

Columns._.

Name: | Starts with |

Find Mow I

Descriptiot: | Starts with ll

[T Dizabled accounts Stop
[T | Hon ezpiing passwand

[Nayz since |azt logarm I ""I

Double click
Everyone.

Click OK

Search results:

Name (RDN} |_E-Mail Address | Description |_In Folder

EE; Domain Users All domain users savn local/Use
EE; Erterprise Ad. . Designated admi... sawvnlocals

B ENTERPRIS...

EE; Enterprise Re. .. Members of this ... local/Users

EE;Gn:uup Policy ... Members in this ... savnlocal/Users

E;;Guest Builtin account f... savnlocal/lUsers
':’ IKIT O ATTINT
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Project Eight — Auditing A Folder

. Auditing Entry for Reports

Object |

HEITIE: WENYyonmne

Change... I

Apply onto: IThis folder, subfolders and files

ACCESS! Successtul

=l

Failed

Full control

Traverse folder f execute file
List folder f read data

Read attributes

Read extended attributes
Create files fwrite data
Create folders f append data
Wrrite attributes

Write extended attributes
Delete subfolders and files
Delete

oO0000000000

Apply these auditing entries to objects
[T andfor containers within this container
anly

Managing auditing

OO0000000000

=l

Clear all I

x|

/

Notice in the
Auditing Entry
for Reports
dialog box the
Successful and
Failed boxes
that you can
check for each
permission.
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Project Eight — Auditing A Folder

. Auditing Entry for Reports x|

Click the Successful box for

Object |
each of the following
Mame: I Everyone Change... permiSSionS'
Apply onto: [This folder, subfolders and files =l Traverse folder/execute file
BCCess: Successful Failed L|St fOIder / read data
Full control - O = Create files/ write data
Traverse folder / executs fil —— Create folders / append data
List folder fread data (| .
Read attributes O O Delete subfolders and files
Read extended attributes [ [
Create files [ write data [ :
Create folders / append data [ Then click OK.
Write attributes [ [
Write extended attributes [ O —
Celete subfolders and files (|
Delete (| O ;l
Apply th diti tries to objects
- andfzr ::Eri?;i'#erls r:f:ﬂi?n 1I§|55 mﬁhgliener S I
anly
Managing auditing
DK I Cancel
(. ()
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Project Eight — Auditing A Folder

. Advanced Security Settings for Reports

Auditing |

To view or edit details for an auditing entry, select the entry and then didk Edit.

Object name: C:\WserslAdministrator \Documents\Reports

Do a screen capture of the
Advanced Security Settings for
Reports.

This is deliverable #4 for this

Auditing entries: . t
Type | Mame | Access | tnherited From project.
SUCCESS Everyone Spedial £notinhe st
Click Apply.

Edit... Remove

¥ Indude inheritable auditing entries from this object's parent

[ Replace all existing inheritable auditing entries on all descendants with inheritable auditing entries from this object

What are the requirements for auditing object access?

Back out of everything by
repeatedly clicking OK.

Ok, Cancel Apply
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